LOGLOCKER

LogLocker for Microsoft

Sentinel

LogLocker simplifies complex storage challenges for Microsoft Sentinel
customers. It offers robust, low-cost, long-term storage for the critical event
logs needed for legal, compliance and reputational defence

Customer benefits Features

LogLocker enhances Microsoft Sentinel, making it as crucial for
compliance as it is for security. LogLocker’s integration with Microsoft Integrated with Azure
Sentinel, Log Analytics and Azure Data Explorer (ADX) enables logs to
be filtered, captured, retained and protected in LogLocker’s secure « API's and KQL build make for easy
tamper-proof ledger for long-term immutable preservation.
« Reduce costs. Compliance teams can retain log data for
the long term at a fraction of the cost of traditional archive

integration with Microsoft Sentinel and
other Microsoft services.
o Powerful hunting, search and

solutions.
« Minimise data. Only archive and retain the specific logs collection capabilities
needed for business requirements and compliance.
o Preserve logs. Retain and protect logs using blockchain

technology for truly defensible legal evidence.
gy y 9 o Govern the security and location of

data using configuration options.

Use cases o Includes Terraform, Kubernetes,

Storage and Logic App.

Long term retention of high-value logs « All Azure regions available..
LogLocker provides a cost-effective way to

manage log data securely so logs can be preserved Private blockchain storage
as digital evidence for compliance, security and

reputational protection. o Ensures the secure preservation and
tamper-proof immutability legal
defence requires.

Brand and reputation protection
P P o Simple, searchable, cost-effective

Microsoft Sentinel already helps security teams
spot and capture logs related to potential
compliance and security events - LogLocker
preserves logs for the years needed for compliance
and reputation defence, not just a few months.

long-term storage.

Scalable and extensible

o APIs, Azure services and KQL mean

Digital trust and transparency LogLocker will work with any volume
LogLocker ensures logs are preserved so that Al or type of data, log or query.
systems like Co-pilot can be deployed, used and

governed with confidence.
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Selling LogLocker to

Microsoft Sentinel user

Solve the challenge of retaining the high-value logs needed for compliance

Objection handling

We use the native options such as Log Analytics and Azure
Data Explorer so we wouldn't need LogLocker...

Consider the limitations and costs of the options available?
Have you looked closely at the cost and complexity of these
where log data needs to be kept for years into the future.
LogLocker filters and reduces data simplifying storage and
controlling costs now and into the future.

We don't want to learn another tool...

LogLocker has been designed to integrate with your current
Sentinel workflows. Using KQL your team will be able to add the
LogLocker automation to alerts and incidents avoiding any
need to learn new tools.

Ideal customers

Regulated sectors

« Financial services

« Healthcare & life sciences
o Utilities

« Government

Customers

« Highly regulated
e Large entreprises
« Microsoft Sentinel users

Compliance and security roles

o Heads of compliance and governance
« CISO office

Contact us

Sales support

o sales@log-locker.com

Technical support

e support@log-locker.com

General requests

« info@log-locker.com
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